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The development of new information and communication
technologies (ICTs), including the use of computers and databases, have
deeply changed the way our societies operate. Government agencies and
companies rely on networks and store sensitive information electronically.
Individuals use Internet for all sorts of activities from e-shopping to banking
or maintaining contacts through social web-based networks. At the same
time, this worldwide proliferation of ICTs has given rise to increasing forms
of cyber-crime, which pose threats not only to the confidentiality, integrity,
or availability of computer systems, but also to the security of critical
infrastructure. Computer systems, the Internet, databases etc. have become
tools of crime, constituting both an opportunity to facilitate the commission
of traditional crimes such as fraud or extortion, and a vehicle for new types
of crimes, which emerge in parallel to the development of new technologies.
Cybercrime, or the criminal use of ICTs, has in fact penetrated into
everyday life in many forms. Further, cybercrime, which is not constrained
by national boundaries, often relies on governance failures in the criminal
justice system (law enforcement, prosecution, judiciary, etc.), to thrive and
operate with virtual impunity.
In recent years, the international community has become more aware
of the need to further understand and begin to tackle this new transnational
crime. This is expressed in the increasingly important mandates the United
Nations, including the United Nations Office on Drugs and Crime
(UNODC), has received from its Member States and governing bodies.
The 11th UN Congress on Crime Prevention and Criminal Justice,
held in Bangkok, Thailand in 2005, recognized the seriousness of
cybercrime, and a workshop was held on computer-related crimes. The
Bangkok Declaration on Synergies and Responses: Strategic Alliances in
Crime Prevention and Criminal Justice, endorsed by General Assembly
resolution 60/177 of December 2005, welcomed the efforts to enhance and
supplement existing cooperation to prevent, investigate and prosecute hightechnology and computer-related crime.
In 2010, the 12th UN Congress on Crime Prevention and Criminal
Justice, held in Salvador de Bahia, Brazil, which had a strong focus on
cybercrime, resulted in two very concrete outcomes. The Salvador
Declaration recommended that the United Nations Office on Drugs and
Crime (UNODC) provide technical assistance and training to States, upon
request, to improve national legislation and build the capacity of national
authorities in order to deal with cybercrime. In addition, the Salvador
Declaration requested UNODC to convene an intergovernmental expert
group to carry out a comprehensive study on the problem of cybercrime and
responses to it by Member States, the international community and the
private sector. The first meeting of this open-ended intergovernmental
expert group took place from 17-21 January 2011 and, among other things,

the group endorsed the topics, methodology and timeline for the study.
Both mandates were subsequently echoed by the Commission on Crime
Prevention and Criminal Justice (Crime Commission), the Economic and
Social Council and the General Assembly in resolution 65/230.
In April 2011, the Crime Commission adopted two resolutions
relating to UNODC’s work on cybercrime, underscoring the importance of
the mandates of the Salvador Declaration: resolution 20/7 on the promotion
of activities relating to combating cybercrime, including technical assistance
and capacity-building which requested UNODC to continue to provide,
upon request, technical assistance and training to States, based on national
needs, especially with regard to the prevention, detection, investigation and
prosecution of cybercrime in all its forms; and draft resolution I (currently at
ECOSOC for endorsement) on “Prevention, protection and international
cooperation against the use of new information technologies to abuse and/or
exploit children” .
It’s clear that, although many steps have been taken, there is still the
need for improved capacity-building, technical assistance, mutual legal
assistance and international cooperation to combat cybercrime. Effective
prevention and prosecution of cybercrime offences, first of all, require
public awareness and coordinated criminal investigation. Technical
assistance and training tools must be provided to enhance the capacity of
developing countries to combat cybercrime. This will enable them to not
only share knowledge and information to properly detect, investigate and
prosecute cybercrime, but also to overcome the digital divide between
developing countries and developed countries in this field.
Indeed, it is of concern that, given the inconsistent legal frameworks
and lack of capacity, many countries are potential grey zones from which
cyber criminals could operate and target the rest of the world with de facto
impunity. Such trends of seeking “safe harbours” can already be witnessed.
It is therefore essential to improve the capacities in those countries that are
least developed in this regard.
Combating cybercrime is especially challenged by problems of
jurisdiction that arise at both the national and international levels. The
traditional forms of jurisdiction are based on the concept of boundaries, and
laws are based on “territorial sovereignty”. Because cyberspace has no
physical boundaries, criminals can change their locations from one country
to another within seconds in the cyber-world, irrespective of their physical
location. Consequently, all States must also be able to use and contribute to
international cooperation mechanisms. This is especially important for
developing countries as they are often technologically less able to combat
cybercrime, and thus especially vulnerable to being used as platforms from
which to stage cybercrime.

In light of the above, it is essential that UN PNI members have the
opportunity to discuss the global challenge of cybercrime and its
countermeasures as a theme of 2011 ISPAC annual meeting. Through this
meeting, members will discuss several topics. Session I of the conference
will be devoted to find the right balance between security and civil liberties
in the fight against cybercrime, debating topics under the light of Human
Rights in the Technology Era. Privacy, freedom of expression and other
fundamental rights will be examined by experts, academics and other
institutions calling the attention of all countries worldwide. Session II will
review technology development in particular, and Members will be able to
examine specific case studies, such as data crimes, network crimes, access
crimes and other crimes. In Session III Speakers will examine National
Enforcement and Investigation practices against Cybercrime. The lack of
formal policies and procedures as well as difficulties in sharing information
will be considered as main obstacles to international cooperation. PNI
research institutes will aim to call for more cooperative tasks at the regional
and international levels.
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legislation
MARCO GERCKE, Director, Cybercrime Research
Institute, Köln University, Germany
Cyberselfdefense against Cybercrime
MIGUEL ONTIVEROS ALONSO, Director of the National
Institute for Criminal Science of Mexico, Mexico
(OAS)

11 a.m.

General Discussion

11.30 a.m.

Closing Remarks and Recommendations
STEFANO MANACORDA, Professor of Criminal Law, University of
Naples II, Italy; University of Paris I, France; Deputy Chair
ISPAC Board

Conference Venue
Conference Hall, Hôtel Pavillon
Via Regionale, 62 - 11013 Courmayeur (AO)
Official languages
English and Italian with simultaneous interpretation
Conference Secretariat
Fondazione Centro nazionale di prevenzione e difesa sociale-CNPDS
Palazzo Comunale delle Scienze Sociali
3, Piazza Castello - 20121 Milano MI
Phone: +39 02 86.46.07.14 - Fax: +39 02 72.00.84.31
E-mail: cnpds.ispac@cnpds.it - Home page:www.cnpds.it
Home page: http://ispac.cnpds.org

